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Problem Statement (1/2):

-> People identity verification using face recognition, police clearance 
and information validation is a long process.

-> This delay happens due to the direct involvement of people and 
inaccessibility towards government maintained citizen database.

-> Faces of individuals are increasing day by day but are not properly 
mapped. 

-> As a result, Government can not track the change of face identities 
of the individuals.
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Problem Statement cont’d (2/2):

3

-> To verify an individual’s identity, an organization needs to perform: 
• Vital information validation from Government database 

(no public access)
• Face recognition of current photo and authorized photo

(no face recognition system provided by Government) 
• Clearance of police records of that individual

(manual process that requires local police involvement)

-> Digitization of identity verification is a very promising sector to work 
on.



Related Works (1/3):

Real time face recognition system (RTFRS) [1]:

• Developed a Windows based desktop application for face recognition.

• Error rate under normal conditions: 3%.

A study of face recognition as people age [2] [21] [22]: 

• Studied face recognition across ages within passport photo verification task.

• Showed how age differences affect recognition performance.

• Observed that difficulty of face recognition algorithms saturated after the age 

gap is larger than four years (up to ten years).
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Related Works cont’d (2/3):

Face Recognition: A Literature Survey [3], [25]:

• Provided an up-to-date critical survey of face recognition research.

• Showed insights of machine recognition of faces.

• Listed typical applications of face recognition in public services.

Using cloud computing for e-government: challenges and benefits [4]: 

• Discussed about the benefits of using cloud computation in E-governance.

• Presented government’s enhanced ability to interact and collaborate.
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Related Works cont’d (3/3):

Cloud Based E-governance Services [5], [6], [7], [23]:

• Showed cloud computing advantages in various parts of E-government [20].

• Availability, cost efficiency, scalability, storage capacity and security are enlisted.

• Proposed a cloud based model for national E-governance plan [8].

RESTful Application Framework [9], [24]: 

• RESTful based web technology is gaining attractions in developed countries.

• Integrated RESTful web services and cloud computing [10].

• Proposed a model to design and describe REST API maintaining constraints [11].

• Demonstrated good practice of developing RESTful application framework [12].
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Objectives (1/2):

• Survey existing people identity verification systems.

• Identify need of RESTful approach for people identity verification.

• Analyze pros and cons of cloud based solution to develop the 
framework for a successful E-governance system.

• Compare cloud based face recognition services.
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Objectives cont’d (2/2):

• Present an algorithm for people identity verification using face 
recognition, police clearance and information validation.

• Develop an optimized RESTful E-Governance Application Framework 
based on the algorithm.

• Evaluate the framework’s accuracy, scalability and reliability based on 
resource utilization, application performance, and operational health.
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Existing Research Limitations:

• No cloud based people identity verification framework is proposed.

• Face recognition is not mapped with people’s database.

• Authorized organizations can not access government maintained 
citizen database.

• No RESTful API is developed to automate people identity verification.

• No deep learning-based image recognition services is used.

• No deployment model is shown to search, verify and organize millions 
of images in cloud.
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Overview:
• An optimized people identity verification framework.

• Utilization of cloud for E-Governance application.

• RESTful approach for better and secure service provision.

• Deep learning based face recognition using cloud services mapped 
with individuals. 
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Block Diagram:
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Figure: Block Diagram of People Identity Verification Application Framework



Application Framework Architecture (1/6):
• Framework has two parts:

• REST API

• API Dashboard

• Developed using Python Flask Framework.

• Uses Amazon Web Services (AWS) [13].

• JSON Web Token (JWT) [14] provides JSON based access tokens. 

• Deep learning based AWS Rekognition services [15] for face 
recognition and facial vector data storage.

• SQLAlchemy, an ORM is connected with MySQL database [16].

• ELB and Auto Scaling ensures scalability [17].

• CloudWatch monitors AWS resources [18].
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Architecture cont’d – System Architecture (2/6):
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Figure: System Architecture of People Identity Verification Application Framework



Software Description

Python Version 3.6.1

Flask Version 0.12.2

MySQL Version 5.7.19

SQLAlchemy SQLAlchemy version 1.1.12
Flask-SQLAlchemy version 2.2

JSON Web Tokens PyJWT version 1.5.2
Flask-JWT version 0.3.2

AWS CLI AWSCLI version 1.11.112
Boto3 version 1.4.4
Boto-core version 1.5.75
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Table: Software Description of People Identity Verification Application Framework

Architecture cont’d – Software (3/6):



Hardware Description

VPC 3 private subnets and 1 public subnet

Bastion Node Access the others servers as it includes the public inbound 
rules and private outbound rules

API & Dashboard Node Flask API and dashboard node. All AWS services like 
Rekognition, AMI, AWSCLI are integrated.

Database Node Database is hosted in this node. Configured with only 
private access from other nodes.

Load Balancers 2 Elastic Load Balancers handle all inbound traffic

Security Groups Handles inbound and outbound traffic in each node
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Table: Hardware Description of People Identity Verification Application Framework

Architecture cont’d – Hardware (4/6):



• Stateless Design: No session storage

• Self-descriptive Messages: Simple request-response format

• Semantics: Use features of the HTTP protocol including
• HTTP Verbs

• HTTP Status Codes

• HTTP Authentication 

• I/O Format: JSON

• URL Structure: Descriptive, utilized natural hierarchy of path structure

• Authentication: JWT based access token generated by credentials

• Timestamps: ISO-8601 standard [14]

• Error Handling: Returns semantic HTTP status code in each response
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Architecture cont’d – API Design (5/6):



Architecture cont’d – Database Design (6/6):

17
Figure: Database Model Diagram of People Identity Verification Application Framework



Process Flowchart:
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Figure: Process flowchart



Algorithm:
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• Constraint: Primarily Face collection contains one face per person

• Test Face Set: Face Recognition Technology(FERET) database [19]

• First Iteration Result: Error rate = 1.60% (one face per person) (better than [1])

• Second Iteration Result: Error rate = 1.13% (avg. two faces per person)
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Evaluation – Face Recognition Accuracy (1/6):

Figure: First Iteration Error Chart Figure: Second Iteration Error Chart 



• Metric: Network packet counts (CloudWatch Metric)

• Methodology: Custom script generates random number of hits for a time period

• Axis Information: X axis – time frame, Y axis – number of network packets

• Result: Normal operational health. (Better than non cloud hosts)
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Evaluation cont’d – Load Testing (2/6):

Figure: API Packet Counts Figure: Dashboard Packet Counts



• Metric: CPU Utilization (CloudWatch Metric)

• Methodology: Custom script consumes arbitrary CPU power for a time period

• Axis Information: X axis – time frame, Y axis – CPU utilization

• Result: Normal operational health. No system damage. (Reliable than static hosts)
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Evaluation cont’d – Scalability (3/6):

Figure: API Node CPU Utilization 



• Metric: Auto Scaling (CloudWatch Metric)

• Methodology: Custom script consumes arbitrary CPU power for a time period

• Axis Information: X axis – time frame, Y axis – CPU utilization

• Result: Generated alert for low and excessive CPU utilization added and detached 
additional computing resources as needed (Better than client – server hosting)
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Evaluation cont’d – Availability (4/6):

Figure: Generated Alert when the CPU utilization was under 15% for 8 hours



• Metric: Elastic Load Balancer HTTP Status Code Counts (CloudWatch Metric)

• Methodology: Log HTTP status code in ELB for a time period

• Axis Information: X axis – time frame, Y axis – status count

• Result: 99.65% Health Hosts Count (API integration is proved successful)
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Evaluation cont’d – API HTTP Status Code (5/6):

Figure: Elastic Load Balancer HTTP Status Code Counts



• Metric: AWS Services Cost Metrics (CloudWatch Metric)

• Methodology: Log service costs within a date range

• Axis Information: X axis – date, Y axis – costs by different services

• Result: Dynamic costing based on consumed services.
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Evaluation cont’d – Cost Efficiency (6/6):

Figure: Monthly costs by consumed services



• Authorization: Any organization with valid access token can send request

• API Path: Request should follow fixed API path

• Mandatory Fields: 6 mandatory fields should be attached with each request

• Platform / Framework Dependency: No platform / framework dependency
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Result – Request Sample (1/3):

Figure: Input form sample for People Identity Verification Application Framework
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Result – Response (2/3):

Figure: Sample response from People Identity Verification Application Framework



• Authorization: Only the Government can access API dashboard
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Result – API Dashboard (3/3):

Figure: API Dashboard of People Identity Verification Application Framework



Assumptions and Limitations:

• People database should have at least one valid photo for each 
enlisted people. 

• Initially when the database has a single image per person that may 
lead to a minor error in face recognition operations.

• Authenticated access tokens should be kept secret by the 
organizations.
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Future work:

• Develop machine learning based analytics on stored face meta data.

• Identify people from Closed-Circuit Television (CCTV) footages or 
videos.

• Detect listed criminals from live video feeds.

• Generate alerts and inform security reinforcements after detecting 
criminals.

• Identify people after severe accident on transportation.

• Block unwanted access to security parameters using automated entry 
system.
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Conclusion:

• Assured delivery of public services in a faster way eradicating long 
analog verification processes.

• Smoothened the path to establish better E-governance using People 
Identity Verification Application Framework.

• Showed improved accuracy.

• Performed benchmarking based on major factors.

• Created opportunity to utilize people face meta data for further 
research.
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